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Use a Firewall Each layer in the enterprise network should be protected by a firewall, with the security rules applied by the firewall getting progressively tighter with each layer Figure 9-6 in  9 shows this arrangement A firewall can be implemented using software on a general-purpose computer or a specialized hardware device that comes with its own operating system and filtering software The purpose of the firewall is to prevent unauthorized access to the network segment that it protects (that is, computer resources connected to the part of the network that is inside the firewall) All data packets passing from the network outside the firewall to the network segment (often called a subnet) inside the firewall must pass the security criteria imposed by the firewall or they are simply rejected The firewall can use the following methods:
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		Packet filtering The contents of each packet entering or leaving the network are inspected to make sure user-defined rules are met Although packet filtering is effective, it is subject to IP spoofing, where a hacker masquerades as a legitimate user by planting a legitimate IP address that is acceptable to the firewall in an otherwise illegitimate message To prevent your network from being used to launch so-called zombie attacks, your firewall should always be configured to reject outbound packets that have return IP addresses that are not legitimate for the enterprise network A zombie attack occurs when an intruder plants a rogue program on one of your servers, which at an appointed time, wakes up and starts sending hundreds or thousands of packets per minute at a target system, typically the website of an enterprise against which the attacker has some grudge, in an attempt to clog the attacked system, rendering it useless This type of attack is called a denial of service (DoS) attack Application gateway Different network applications (HTTP, FTP, Telnet, and so on) use different default ports For example, HTTP uses port 80 as a default Ports that are not needed should be shut down Always configure firewalls to open only the ports that are absolutely required for your normal business Circuit-level gateway For efficiency, this feature applies security mechanisms when a connection is established; then, after the connection is established, it allows packets to flow freely for that established connection A firewall should normally be configured so that connections can be established only from inside the firewall  attempts made from outside the firewall to establish connections with resources inside the firewall (other than those specifically authorized) should be rejected
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		Memory cards work with card readers, which can be attached to a computer to allow the transfer of images to other devices Also, most current digital camera models can be attached to the computer via a USB cable so that the images can be transferred directly to the computer
ZyXEL Site Survey software (6 feet from the AP)
Proxy server Firewalls can translate all the IP addresses used in the protected network into different addresses as packets pass through, typically assigning each a different port so that any responses to those packets can be sorted out and passed back to the originator This feature, known as network address translation (NAT), hides the internal network from the outside world
FIGURE 5-13
.
Various types of memory cards (see Figure 2-5) can be purchased with a variety of storage limits The available types are explored in the following sections CompactFlash Types I & II CompactFlash (CF) cards are the most popular type in use today but only by a small margin over SmartMedia cards CF cards are reasonably small and lightweight, fit nicely inside small digital cameras, and come protectively encased Type I CF cards currently have an upper limit of 512MB of storage space, which is enough for about 144 Super High Quality (SHQ) 5-megapixel JPEG images Type II CF cards are basically the same as Type I, with the only significant difference being the thickness of the card The Type II card is thicker to accommodate higher storage capacity or truly miniature hard drives (that actually fit right inside the card) Some CF II cards and drives will hold 1GB of memory That s enough to get most pros through a full day of shooting without ever having to stop and download, but these cards are still rare and, as a result, they cost about $600
ZyXEL Site Survey software (100 feet from the AP)
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